We present preliminary results of a large-scale smartphone user study that examines how users interact with and consume energy on their personal mobile devices. Our dataset consists of over one millennium of user interaction traces from over 17300 BlackBerry users. Despite the scale and detail of the dataset, there are many research questions that it cannot answer; further user studies are therefore needed. We detail our insight into the major challenges in conducting a large-scale user study on BlackBerry devices.
INTRODUCTION
The symbiotic relationship that exists between humans and their person mobile devices is an interesting phenomenon. As the user of mobile devices continue to grow, the study of this relationship can provide insight the daily lives of mobile users and benefit many research areas. Modelling users' interaction time can, for example, impact software interaction design and non-technical domains such as addictology [5] , health [1] , polysomnography [13] , psychology [12] , and business [6] . Identifying energy consumption patterns among smartphone users can also affect the design of smartphone energy systems or the implementation of energy intensive mobile application [9] .
We present preliminary results of a large-scale smartphone user study that examines how users interact with and consume energy on their personal mobile devices. As of May 1, 2010, our study has collected over one millennium of traces from over 17300 BlackBerry users around the world. Among many interesting results, we were surprised to find that users interact with their device on average 1.68 hours per day, that approximately 80% of device interactions are less than 90 seconds in length, and that 50% of interactions occur within 115 seconds of each other. We also observed wide variation among between user's daily interaction.
Despite the scale and breadth of our dataset, there are many questions that it cannot answer. For example, our * Invited talk Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. ACM HotPlanet June 15, 2010, San Francisco, California, USA. dataset does not provide context to user interaction, nor does does it reveal how memory, CPU, or storage resources are consumed by the user. Further measurement studies are required to answer these questions. We therefore detail the major challenges in conducting a large-scale smartphone user study. We believe that our insight into these challenges [9] will benefit other researchers conducting similar large-scale experiments. Although our experiences are with BlackBerry smartphones, most of the following challenges are isomorphic to the challenges faced on other smartphone platforms [7] .
We begin with an overview of our smartphone user study and a presentation of preliminary results of an analysis of smartphone user interaction. Section 3 then describes the major challenges in conducting similar large-scale smartphone user studies. We conclude in Section 4.
SMARTPHONE USER STUDY
The goal of our user study is to examine how users interact with their personal mobile devices. To achieve this goal we have developed a BlackBerry application that executes both as an independent application or as a library that can be embedded into third-party applications. Figure 1 illustrates a screen capture from the logger. On BlackBerry devices, user interaction can be inferred by exploiting two criteria. First, the device's LCD backlight being enabled is a necessary condition of user interaction. Second, the BlackBerry OS also maintains an idle time, which is reset every time the user presses a button on the device. An interaction ses- sion is therefore the duration that the LCD backlight was enabled less the time that the user was not interacting with the device (and resetting the idle time). For a detailed discussion of the measurement driver implementation, we refer the interested reader to [9] . As of May 1, 2010 our user study has produced a dataset that consists of over one millennium of cumulative user interaction and energy consumption behaviour from a total of 17300 BlackBerry users. The cumulative total is the sum duration of all users' log contributions. The average user contributed approximatley 17 days of user interaction and energy consumption data. These users span 23 timezones and use all BlackBerry device types released since early 2006 [11] . Our preliminary user interaction analysis considers three basic criteria: total daily interaction with the device, the characteristics of daily interaction sessions, and diurnal usage patterns. The remainder of this section is organized to complement recent work by Falaki et. al that examines smartphone usage of both Android and Windows Mobile smartphone users [4] .
Interaction Time
The daily interaction time of a user is the sum of the duration of daily interaction sessions. The cumulative amount of time that a user interacts with the device can serve as a coarse grained classifier. Users that use their device very little may appear to be uninteresting; however, these users' devices could be prime candidates for running resource intensive mobile applications. For example, memory and CPU bound operations, such as opportunistic communication [8] , would be transparent to these users. Conversely, heavy users are more likely to be aware of their device's state and less tolerant to resource demands by third party applications.
The mean daily interaction time for all users in our study is illustrated in Figure 2 . Surprisingly, BlackBerry users spend an average of 1.68 hours on their devices each day. This value is dominated by a small proporotion of users that interact with their device for several hours each day. We observed a median total interaction time of 1.31 hours. 
Interaction Sessions
Interaction sessions provide a fine-grained view of how users interact with their device. We observed that BlackBerry users interact with their device an average of 86.9 times per day. As before, this quantity is dominated by the upper 10th percentile that interact with their device more than 200 times per day. The median number of daily interactions was 76. These results are illustrated in Figure 3 .
The length of user interaction sessions varies widely over the sample population. We illustrated the CDF of session lengths in Figure 4 (a). The median session length is 20.0 seconds. The mean session length is 68.4 seconds. The significant gap between the median and mean is due relatively few sessions that last as long as 2.53 hours. The time between sessions is also highly variable. Figure 4(b) illustrates the CDF of time between sessions for the sample population. We observe a mean duration of 682.5 seconds and a median duration of 114.8 seconds. This surprising rapid rate could be indicative of technology addiction and/or obsessive compulsive behaviour [5] in a subset of the population. We plan to explore this interesting statistic in future work.
Diurnal Patterns
Studying user interaction throughout the day can provide insight into the lifestyles of smartphone users. Interaction early in the morning and late at night could, for example, indicate an unhealthy level of sleep or an excessively long work day [6] . Our analysis confirms the observation by Falaki that strong diurnal patterns exist [4] . Figure 5 illustrates the daily distribution of interaction for two sample users. Each sample user contributed approximately 3 months in traces. The distribution of sample user 1 follows a typical diurnal pattern. Interaction is highest during the business day and drops to zero during the night while the user is sleeping. The second sample user has an abnormally high inter-day variation. The absence of nightly gaps is also indicative of irregular sleeping patterns. Figure 6 (a) and Figure 6 (b) illustrate the distribution of user interaction throughout the day and the week respectively for the sample population. Not surprisingly, we observe a strong correlation between user interaction and the hour of the day. Users are also slightly less likely to interact with their device on the weekend than during a weekday.
CHALLENGES
While we are optimistic that our dataset can answer many interesting questions pertaining to smartphone user interaction, there are many research questions that cannot be answered using our data and further studies are needed. In this section we examines the major challenges in conducting a large-scale study on personal mobile devices. Although our experiences [9] are with BlackBerry smartphones, most of the following challenges are isomorphic to the challenges faced on other smartphone platforms [7] .
Volatile file systems
Logging data to a file is a standard technique to ensure persistent storage in the presence of power failures or other interruptions. However, file systems can be unmounted at any time either manually by the user or automatically when connected to a PC. For example, on BlackBerry, of the three file system roots /system, /store, and /SDcard, the SD card root has the greatest capacity and no restrictions on file size, but may be removed at any time. The /store path has various capacities and restrictions on file size (depending on the device) and can also be unmounted. Finally, /system is a fixed path on some devices, and non-existent on others. An autonomous logging application must be heterogeneous and dynamic file-system configurations. Adapting to this problem by frequently flushing I/O buffers to persistent storage can have a significant impact on battery life. We therefore exploits two trends among BlackBerry users to provide reliable logging while saving energy: users maintain a high battery level and rarely fully power off their devices [9] . We found that buffering log data in volatile memory until uploading it to a collection server each night caused only 2.31% of data to be lost.
Energy constraints
Logging applications that have a noticeable impact on energy consumption will not be successful. In preliminary experimentation, we found that users were intimately aware of their device's normal battery life; any noticeable or per- ceived decrease in battery life would be attributed to the experimental application. As observed in previous studies [10] , polling a device's state can have a detrimental impact on battery life. We therefore exploit callbacks from the operating system whenever possible, and found that this approach has a negligible impact on battery life. Unfortunately, a pure event-driven model can produce inconsistent sequences of events. For example, when powering off a BlackBerry, we frequently did not receive an event signalling that the screen was off until after powering the device on. Similar scenarios were observed when sampling charging behaviour. An event-drive logger and subsequent data analysis should therefore be able to adapt to or detect race-conditions from the underlying OS.
Third-party application intervention
User-centric studies must take into account intervention by third party applications. For example, an application that records a user's battery consumption can be affected by a spyware application that was accidentally installed on the device [3] . For example, on BlackBerry it is possible to programmatically control the LCD backlight and reset the device's idle time, which would adversely impact the measurements presented in this paper. One solution to this problem is to collect a manifest of all active applications on a device. In preliminary experimentation we have found that most BlackBerry users run few applications, and less than 2% of applications run for long durations in background. Devices that contain long-running background applications should be flagged for review and possibly discarded.
Non-linear time
Time synchronization, a task often taken for granted, is the most problematic challenge to overcome in autonomous logging. A device's clock can be updated through three means. The clock can be changed by plugging a device into a personal computer and synchronizing with a 'device manager' [2] . Users can manually change the time or time zone at any time. A device may also synchronize its clock with the timestamp broadcasted by the cellular network. Changes to the device clock manifest as the appearance of non-linear time. Unfortunately, there is no way to programmatically detect changes to the device clock. We mitigate errors introduced by time changes by detecting when the device is connected to a computer and analyze these events separately from non-connected events. In a large-scale user study, users can also traverse many different time zones. UTC time should be used to provide the absolute time of an event. Experiments must also record the device's time zone and when a time zone change takes place.
Malicious users
Malicious users are a unfortunate side effect of large-scale studies. If left unchecked, malicious activities can significantly bias the accuracy of an experiment. Over the course of our study, approximately 3.8 years of data from the Standard Logger was discarded due to a variety of malicious activities: file manipulation, programmatic manipulation, and simulated user attacks. File manipulation attacks are the easiest to detect. These attacks involve modifying the contents of files, renaming/copying files, or deleting files, and can be countered by a secret hash of the contents of each file and through a sequential file naming scheme.
Simulated user attacks are the hardest to detect. These attacks involve downloading experimental software into a BlackBerry simulator and then replaying an existing usage log or running a programmatic manipulation attack. These attacks were often detected by recording the IP address of each set of uploaded data. Multiple uploads from a single IP address where then flagged for review.
The types of attacks are highly dependent on the experiment parameters. The best approach to detect malicious users and mitigate negative results is to analyze data early and analyze data often -looking for abnormal patterns in every participant's data.
CONCLUSIONS
Through a large-scale user study we have built a dataset that contains over one millennium of the user interaction traces from over 17300 BlackBerry users. A preliminary analysis of this data reveals that BlackBerry users interact with their device on average 1.68 hours per day across 86.9 interactin sessions, that approximately 80% of device interactions are less than 90 seconds in length, and that 50% of interactions occur within 90 seconds of each other.
Although our dataset can be used to answer many interesting questions about smartphone users, there are many questions that it cannot answer. For example, we cannot examine how interaction sessions are sub-divided among multiple applications, nor does can we explore the relationship between interaction and network communication. The set of open research questions is unlimited and additional user studies are inevitable. We therefore share our insight into the major challenges in conducting a large-scale study. We believe that other researchers will benefit from our experiences.
